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design failures or wrong assumptions (such as Alice’s own misbehavior). Security
protocol designers can then focus on preventing or detecting misbehavior (e.g.

double spending or double voting).

We argue that general financial intermediation (e.g. Market Exchanges) requires
us to consider new form of failures where honest Bob’s actions can make honest
good standing. Security protocols must be able to deal with non-monotonic
security and new types of failures that stems from rational behavior of honest

agents finding themselves on the wrong side.

This has deep implications for the efficient design of security protocols for general
financial intermediation, in particular if we need to guarantee a proportional

burden of computation to the various parties.
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Notes

1. Obviously the server would have had more load than a client, but this only
happens because the server participates to several authentications with several

clients at once.

Your privacy, your choice

We use essential cookies to make sure the site can function. We, and our 92 partners, also
use optional cookies and similar technologies for advertising, personalisation of content,
usage analysis, and social media.

By accepting optional cookies, you consent to allowing us and our partners to store and
access personal data on your device, such as browsing behaviour and unique identifiers.
Some third parties are outside of the European Economic Area, with varying standards of
data protection. See our privacy policy for more information on the use of your personal
data. Your consent choices apply to springer.com and applicable subdomains.

You can find further information, and change your preferences via 'Manage preferences'.
You can also change your preferences or withdraw consent at any time via "Your privacy
choices', found in the footer of every page.

We use cookies and similar technologies for the following purposes:
Store and/or access information on a device

Personalised advertising and content, advertising and content measurement,
audience research and services development

Accept all cookies
Reject optional cookies

Manage preferences



https://link.springer.com/subjects/financial-law
https://link.springer.com/subjects/formal-languages-and-automata-theory
https://link.springer.com/subjects/formal-logic
https://link.springer.com/subjects/intermediality
https://link.springer.com/subjects/meta-ethics
https://link.springer.com/subjects/principles-and-models-of-security
https://link.springer.com/privacystatement

7. The 1229 parties full MPC variant is still out of reach for the foreseable future
as experimental papers typically reported MPC with less than 10 parties [5].

8. See Sect. 7 of [14].

9. This does not violate the proportional burden requirement as each trader has

the responsibility to prove the solvency if s/he still wants to be in the game.

10. https://tickhistory.thomsonreuters.com.

11. In some cases this fixed order might interfere with the security goal, if the

order of actions may leak some information on who started the process.
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