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Purpose

This paper aims to provide an overview of the main research topics in

the emerging �elds of cyber risk and cyber risk insurance. The paper

also illustrates future research directions, from both academic and

practical points of view.

Design/methodology/approach

The authors conduct a literature review on cyber risk and cyber risk

insurance using a standardized search and identi�cation process that

has been used in various academic articles. Based upon this selection

process, a database of 209 papers is created. The main research results

�ndings are extracted and organized in seven clusters.

Findings

The results illustrate the immense di�culties to insure cyber risk,

especially due to a lack of data and modelling approaches, the risk of

change and incalculable accumulation risks. The authors discuss various

ways to overcome these insurability limitations, such as mandatory

reporting requirements, pooling of data or public–private partnerships

in which the government covers parts of the risk.

Originality/value

Despite its increasing relevance for businesses at present, research on

cyber risk is limited. Many papers can be found in the IT domain, but

relatively little research has been done in the business and economics

literature. The authors illustrate where research stands currently and

outline directions for future research.

Risk management, Accumulation risk, Cyber insurance,

Cyber risk, Insurability

© Emerald Group Publishing Limited

Licensed re-use rights only

Martin Eling; Werner Schnell

Article history 

By clicking “Accept All Cookies”, you agree to the storing of cookies on your

device to enhance site navigation, analyze site usage, and assist in our marketing

e�orts. Visit our cookie policy page

javascript:;
https://doi.org/10.1108/JRF-09-2016-0122
https://www.emerald.com/jrf/search-results?qb={%22Keywords1%22:%22Risk+management%22}
https://www.emerald.com/jrf/search-results?qb={%22Keywords1%22:%22Accumulation+risk%22}
https://www.emerald.com/jrf/search-results?qb={%22Keywords1%22:%22Cyber+insurance%22}
https://www.emerald.com/jrf/search-results?qb={%22Keywords1%22:%22Cyber+risk%22}
https://www.emerald.com/jrf/search-results?qb={%22Keywords1%22:%22Insurability%22}
javascript:;
javascript:;
javascript:;
https://www.emerald.com/pages/cookie_policy


You do not currently have access to this content.

Sign in

Don't already have an account? Register

Client Account
Email address / Username

Password

Reset password

Register

Purchased this content as a guest? Enter your email address to

restore access.

Email Address

Pay-Per-View Access €35.00

 Buy This Article

Rental

Access through your institution

By clicking “Accept All Cookies”, you agree to the storing of cookies on your

device to enhance site navigation, analyze site usage, and assist in our marketing

e�orts. Visit our cookie policy page

https://www.emerald.com/my-account/register?siteId=1000663&returnUrl=https%3a%2f%2fwww.emerald.com%2fjrf%2farticle-abstract%2f17%2f5%2f474%2f247965%2fWhat-do-we-know-about-cyber-risk-and-cyber-risk%3fredirectedFrom%3dfulltext
https://www.emerald.com/my-account/reset-password
https://www.emerald.com/my-account/register?siteId=1000663&returnUrl=https%3a%2f%2fwww.emerald.com%2fjrf%2farticle-abstract%2f17%2f5%2f474%2f247965%2fWhat-do-we-know-about-cyber-risk-and-cyber-risk%3fredirectedFrom%3dfulltext
https://www.emerald.com/store/add/247965/3
https://www.emerald.com/pages/cookie_policy


This article is also available for rental through DeepDyve.

By clicking “Accept All Cookies”, you agree to the storing of cookies on your

device to enhance site navigation, analyze site usage, and assist in our marketing

e�orts. Visit our cookie policy page

https://www.deepdyve.com/doc-view?docId=10.1108/JRF-09-2016-0122&fieldName=journal_doi&affiliateId=EMER
https://www.emerald.com/pages/cookie_policy

