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ABSTRACT

“Crimeware” is software that performs illegal actions, unanticipated by a victim running

the software, that are intended to yield financial or other benefits to the attacker.

Crimeware is a ubiquitous fact of life in modern online interactions. It is distributed via

a wide variety of mechanisms, and attacks are proliferating rapidly. For example, in the

month of May 2006, at least 215 unique keyloggers—just one type of crimeware—were

observed in the wild. Once installed, crimeware benefits the attacker in many ways,

including theft of stored confidential data, denial-of-service extortion, spamming, click

fraud, and aggregation of compromised information for further criminal activity. The

installation and operation of crimeware and the varieties of countermeasures deployed

suggest similarities of information flow and potential chokepoints.
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VP of Technology at Six Apart, the world leader in blogging software and services. He

serves on the US Department of Homeland Security-SRI International Identity Theft

Technology council, the US Secret Service San Francisco Electronic Crimes Task Force,
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Directors of Ravenwhite, Inc.

Disclaimer: This article is a Joint Report of the U.S. Department of Homeland Security—
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